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DETAILED ACTION 

Continued Examination Under 37 CFR 1. 1 14 

1 . A request for continued examination under 37 CFR 1 . 1 1 4, including the 
fee set forth in 37 CFR 1 .17(e), was filed in this application after final rejection. 
Since this application is eligible for continued examination under 37 CFR 1.114, 
and the fee set forth in 37 CFR 1 .1 7(e) has been timely paid, the finality of the 
previous Office action has been withdrawn pursuant to 37 CFR 1.114. 
Applicant's submission filed on 3/15/2010 has been entered. 

Remarks 

2. Applicant is advised that Office policy has changed regarding computer- 
readable media claims. Please see the rejection of claims 1 -3, 6, 9-38 and 50-53 
under 35 U.S.C. 101 below, and 1351 OG 212. 

Response to Arguments 

3. The indicated allowability of claims 1 -3, 6, 9-1 4 and 1 7-1 8 is withdrawn in 
view of the newly discovered reference(s). Rejections based on the newly cited 
reference(s) follow. 
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Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

Claims 1-3, 6, 9-38 and 40-53 are rejected under 35 U.S.C. 101 because 
the claimed invention is directed to non-statutory subject matter. Applicant failed 
to provide a definition in the specification for a computer-readable medium. 

Current Office policy on this issue is listed in 1351 OG 212, published 
February 23, 201 0. 1 351 OG 212 states that "[t]he broadest reasonable 
interpretation of a claim drawn to a computer readablle [sic] medium ... typically 
covers forms of non-transitory tangible media and transitory propagating signals 
per se in view of the ordinary and customary meaning of computer readable 
media, particularly when the specification is silent... When the broadest 
reasonable interpretation of a claim covers a signal per se, the claim must be 
rejected under 35 U.S.C. 101." 

Applicant has claimed "a security and filtering software embodied in a 
computer-readable medium." Applicant failed to define computer-readable 
medium, so the broadest reasonable interpretation of computer-readable medium 
must be applied. The broadest reasonable interpretation of computer-readable 
medium according to current Office policy, when there is no limiting definition of 
computer-readable medium in the specification, includes transitory signals. 
Transitory signals are not patentable subject matter, nor do transitory signals fall 
into the four statutory classes of invention. See In re Nuitjen and 1351 OG 212. 
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Because the computer-readable medium is read to encompass transitory signals, 
claims 1-3, 6, 9-38, and 40-53 stand rejected under 35 U.S.C. 101 for not falling 
within the four statutory classes of invention, therefore encompassing non- 
statutory subject matter. 

As stated in 1351 OG 212, Applicant may amend the claims to a "non- 
transitory" computer-readable medium to overcome this rejection. 

Applicant has failed to define a computer in the specification. The 
Authoritative Dictionary of IEEE Standards Terms, Seventh Edition (2000) 
defines a computer to be either (1) a machine for carrying out calculations; (2) A 
functional software unit that can perform substantial computation, including 
numerous arithmetic operations, or logic operations..., or (3) A device. See 
definition included in this Office Action. Therefore, Applicant's amendment that a 
computer-readable medium is in a computer to claims 38 and 53 does not 
overcome the rejection under 35 U.S.C. 101. 
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Claim Rejections - 35 USC § 1 12 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 22 and 28 are rejected under 35 U.S.C. 1 1 2, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

7. Claim 22 is dependent upon claim 10. In claim 10, the application server 
is required to act externally as a proxy server. In claim 22, the application server 
does not act externally as a proxy server. Applicant has essentially invalidated a 
claim limitation in claim 1 0. It is unclear to one of ordinary skill in the art how an 
application server is required to act externally as a proxy server in claim 10, but 
in claim 22 (which depends from claim 10 does not act as a proxy server. Prior 
art cannot be reasonably applied at this time to this claim. 

8. Claim 28 is rejected under 35 U.S.C. 1 1 2, second paragraph, as being 
incomplete for omitting essential elements, such omission amounting to a gap 
between the elements. See MPEP § 2172.01 . The omitted elements are: Claim 
28 depends from claim 1 . Claim 28 discloses the creation of a fourth type of user 
account. A first, second, and third type of user account are not present in claims 
1 and 28. 
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Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

1 0. Claims 1 -3, 10-14,1 7-21 , 23, 25, 27, 29-36, 38-51 , and 53-54 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Gatz et al. (US 
2002/0049806) in view of Humes (US 5,996,01 1) in view of Cirasole et al. (US 
5,987,606). 

11. In regard to claim 1 , Gatz disclosed a security and filtering software 
embodied in a computer-readable medium, the software comprising: 

(a) an administrative module that a user interacts with for creating user 
accounts, (Gatz, Figure 10 is administrative module, [0067]) 

the administrative module for accepting user inputs for configuration 
settings for inbound communications, for outbound communications or for 
inbound and outbound communications, (user inputs are input data, Gatz [0051], 
configuration settings for inbound communications or outbound communications 
are [0075], where settings can be overridden by a parent. Additional customized 
filtering taught in [0076]) 
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Gatz failed to disclose: 

(b) a domain filtering engine either capable of using a friendly outbound 
list and an unfriendly outbound list only one of which is active at any given time 
or capable of using a friendly inbound list and an unfriendly inbound list only one 
of which is active at any given time or capable of both using a friendly outbound 
list and an unfriendly outbound list only one of which is active at any given time 
and using a friendly inbound list and an unfriendly inbound list only one of which 
is active at any given time, the friendly outbound list, the unfriendly outbound list, 
the friendly inbound list, the unfriendly inbound list, being uniquely configured for 
each user account, 

the using of the friendly or unfriendly outbound lists by the domain filtering 
engine involving checking user requested web resources against the friendly or 
unfriendly outbound lists, the using of the friendly or unfriendly inbound lists by 
the domain filtering engine involving checking the identity of a requesting client 
against the friendly or unfriendly inbound lists. 

However, Humes disclosed: 

(b) a domain filtering engine either capable of using a friendly outbound 
list and an unfriendly outbound list only one of which is active at any given time 
or capable of using a friendly inbound list and an unfriendly inbound list only one 
of which is active at any given time or capable of both using a friendly outbound 
list and an unfriendly outbound list only one of which is active at any given time 
and using a friendly inbound list and an unfriendly inbound list only one of which 
is active at any given time, ...the using of the friendly or unfriendly outbound lists 
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by the domain filtering engine involving checking user requested web resources 
against the friendly or unfriendly outbound lists (Humes, column 6, lines 18-38, 
friendly inbound list is Local-Allow list, unfriendly inbound list is Deny List. Only 
one of the lists is active at any given time because first the Local-Allow list is 
checked, and only subsequently is the Deny List checked) 

Gatz was designed to prevent children from accessing inappropriate 
content on the Internet. Humes was designed to filter out inappropriate content 
on the Internet, while giving a user a chance to override some filter elements to 
permit content the particular user finds appropriate. It would have been obvious 
to one of ordinary skill in the art at the time of invention to incorporate Humes' 
filter into Gatz' system of protecting children from Inappropriate Internet content, 
in order to allow a user to access content that they might find appropriate but 
may have been filtered automatically by an automated filter (e.g. sites dealing 
with breast cancer) 

Humes failed to disclose: 

the friendly outbound list, the unfriendly outbound list, the friendly inbound 
list, the unfriendly inbound list, being uniquely configured for each user account, 

the using of the friendly or unfriendly inbound lists by the domain filtering 
engine involving checking the identity of a requesting client against the friendly or 
unfriendly inbound lists. 
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However, Cirasole disclosed: 

the friendly outbound list, the unfriendly outbound list, the friendly inbound 
list, the unfriendly inbound list, being uniquely configured for each user account, 
(Cirasole col. 5, lines 35-50 and col. 6, lines 1-5, friendly inbound list is personal 
inclusive list, unfriendly inbound list is personal exclusive list) 

the using of the friendly or unfriendly inbound lists by the domain filtering 
engine involving checking the identity of a requesting client against the friendly or 
unfriendly inbound lists, (col. 5, lines 51-57) 

Gatz was designed to customize what a user could receive in terms of 
Internet content based on use of a family account with different levels for parents 
and children. Cirasole provided a personalized filter to customize content for a 
family account (col. 5, line 33). It would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate personalized filtering for 
family accounts into the family accounts of Gatz in order to allow the parent to 
see different content than the child based on the parent's personal selections. 

In regard to claim 2, Humes disclosed the software of claim 1 , wherein the 
domain filtering engine also has an optional alert system for hard filtering, for soft 
filtering or for both hard and soft filtering, (alert for filtering is access 
FORBIDDEN page, Humes col. 5, lines 10-19) 

In regard to claim 3, Gatz disclosed the software of claim 1 , wherein the 
domain filtering engine has an outbound privacy shield for blocking disapproved 
character strings representing confidential information, (outbound privacy shield 
is limiting public information available from child, [0074]) 
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In regard to claim 10, Humes disclosed the software of claim 1, wherein 
the domain filtering further includes an application server acting internally to 
communicate with the domain filtering engine and acting externally as a proxy 
server that receives requests from HTTP clients, forwards the requests to 
servers, receives a server response and forwards the server response to the 
HTTP clients. (Humes, proxy/cache server 110, col. 4, lines 45-60) 

In regard to claim 1 1 , Cirasole disclosed the software of claim 1 , wherein 
the administrative module is also capable of configuring an automated 
configuration script file for accessing the global telecommunications network. 
(Cirasole, col. 4, lines 35-50, configuration is identifying filtering scheme and 
filtering elements) 

In regard to claim 12, Gatz disclosed the software of claim 1 , wherein for 
e-mail filtering includes an option of hard e-mail filtering in which an incoming e- 
mail is deleted from a user e-mail inbox and includes an option for soft filtering in 
which an incoming e-mail remains in the user e-mail inbox but is inaccessible to 
the user. (Gatz, [0073]) 

In regard to claim 13, Humes disclosed the software of claim 1, further 
including 

a content filtering engine capable of performing content filtering including 
checking a content of a requested document against a friendly content inbound 
list, an unfriendly content inbound list, only one of the friendly content inbound list 
and the unfriendly content inbound list being active at any given time, the friendly 
content inbound list and the unfriendly content inbound list being uniquely 
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configured for each user account, and if the content filtering involves hard filtering 
then against the unfriendly content inbound list either passing the requested 
document if the said content of the requested document is not on the unfriendly 
content inbound list or rejecting the requested document if the said content of the 
requested document is on the unfriendly content inbound list and for hard filtering 
against the friendly content inbound list either passing the requested document if 
the said content of the requested document is on the friendly content inbound list 
or rejecting the requested document if the said content of the requested 
document is not on the friendly content inbound list and if the content involves 
soft filtering then against the unfriendly content inbound list either approving the 
content of the requested document and passing the requested document if the 
said content is not on the unfriendly content inbound list or rejecting the content 
of the requested document and passing a remainder of the requested document 
if the said content is on the unfriendly content inbound list and against the 
friendly content inbound list either rejecting the requested document if parts of 
the content is not on the friendly content inbound list or passing the requested 
document if the said content is on the friendly content inbound list. (Humes, 
column 6, lines 18-38, friendly inbound list is Local-Allow list, unfriendly inbound 
list is Deny List. Only one of the lists is active at any given time because first the 
Local-Allow list is checked, and only subsequently is the Deny List checked. 
Unique configuration of lists is taught in Cirasole as descripbed in rejection for 
claim 1) 
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In regard to claim 14, Gatz disclosed a security and filtering software 
embodied in a computer-readable medium, the software, comprising: 

(a) an administrative module that a user interacts with for creating user 
accounts and configuring those user accounts, (Gatz, Figure 10 is administrative 
module, [0067]) 

the administrative module for accepting user inputs for configuration 
settings for inbound communications, outbound communications or inbound and 
outbound communications (user inputs are input data, Gatz [0051], configuration 
settings for inbound communications or outbound communications are [0075], 
where settings can be overridden by a parent. Additional customized filtering 
taught in [0076]) 

Gatz failed to disclose: 

(b) a content filtering engine capable of performing content filtering 
including checking a content of a requested document against a friendly content 
inbound list and an unfriendly content inbound list, only one of the friendly 
content inbound list and the unfriendly content inbound list being active at any 
given time, the friendly content inbound list and the unfriendly content inbound 
list being uniquely configured for each user account, and if the content filtering 
involves hard filtering then against the unfriendly content inbound list either 
passing the requested document if the said content of the requested document is 
not on the unfriendly content inbound list or rejecting the requested document if 
the said content of the requested document is on the unfriendly content inbound 
list and against the friendly content inbound list either passing the requested 
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document if the said content of the requested document is on the friendly content 
inbound list or rejecting the requested document if the said content of the 
requested document is not on the friendly content inbound list and if the content 
filtering involves soft filtering then against the unfriendly content inbound list 
either approving the content of the requested document and passing the 
requested document if the said content is not on the unfriendly content inbound 
list or rejecting the content of the requested document and passing a remainder 
of the requested document if the said content is on the unfriendly content 
inbound list and against the friendly content inbound list either rejecting the 
requested document if the said content is not on the friendly content inbound list 
or passing the requested document if the said content is on the friendly content 
inbound list. 

However, Humes disclosed 

(b) a content filtering engine capable of performing content filtering 
including checking a content of a requested document against a friendly content 
inbound list and an unfriendly content inbound list, only one of the friendly 
content inbound list and the unfriendly content inbound list being active at any 
given time, and if the content filtering involves hard filtering then against the 
unfriendly content inbound list either passing the requested document if the said 
content of the requested document is not on the unfriendly content inbound list or 
rejecting the requested document if the said content of the requested document 
is on the unfriendly content inbound list and against the friendly content inbound 
list either passing the requested document if the said content of the requested 
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document is on the friendly content inbound list or rejecting the requested 
document if the said content of the requested document is not on the friendly 
content inbound list and if the content filtering involves soft filtering then against 
the unfriendly content inbound list either approving the content of the requested 
document and passing the requested document if the said content is not on the 
unfriendly content inbound list or rejecting the content of the requested document 
and passing a remainder of the requested document if the said content is on the 
unfriendly content inbound list and against the friendly content inbound list either 
rejecting the requested document if the said content is not on the friendly content 
inbound list or passing the requested document if the said content is on the 
friendly content inbound list. . (Humes, column 6, lines 18-38, friendly inbound list 
is Local-Allow list, unfriendly inbound list is Deny List. Only one of the lists is 
active at any given time because first the Local-Allow list is checked, and only 
subsequently is the Deny List checked. ) 

Gatz was designed to prevent children from accessing inappropriate 
content on the Internet. Humes was designed to filter out inappropriate content 
on the Internet, while giving a user a chance to override some filter elements to 
permit content the particular user finds appropriate. It would have been obvious 
to one of ordinary skill in the art at the time of invention to incorporate Humes' 
filter into Gatz' system of protecting children from Inappropriate Internet content, 
in order to allow a user to access content that they might find appropriate but 
may have been filtered automatically by an automated filter (e.g. sites dealing 
with breast cancer) 
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Humes failed to disclose 

the friendly content inbound list and the unfriendly content inbound list 
being uniquely configured for each user account 
However, Cirasole disclosed 

the friendly outbound list, the unfriendly outbound list, the friendly inbound 
list, the unfriendly inbound list, being uniquely configured for each user account, 
(Cirasole col. 5, lines 35-50 and col. 6, lines 1-5, friendly inbound list is personal 
inclusive list, unfriendly inbound list is personal exclusive list) 

Gatz was designed to customize what a user could receive in terms of 
Internet content based on use of a family account with different levels for parents 
and children. Cirasole provided a personalized filter to customize content for a 
family account (col. 5, line 33). It would have been obvious to one of ordinary 
skill in the art at the time of invention to incorporate personalized filtering for 
family accounts into the family accounts of Gatz in order to allow the parent to 
see different content than the child based on the parent's personal selections 

In regard to claim 17, Gatz disclosed the software of claim 14, wherein the 
content filtering engine has an inbound privacy shield for blocking scripting 
language functions for particular user accounts. Gatz, [0073] 

In regard to claim 18, Humes disclosed the software of claim 13, wherein 
the content filtering engine, when performing hard filtering, can also replace a 
requested document that has been rejected with a replacement document 
selected by a user of the administrator account, (replacement document is 
FORBIDDEN page, Humes col. 5, lines 10-19) 
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In regard to claim 19, Humes disclosed the software of claim 1, wherein 
the domain filtering also includes with respect to both inbound and outbound 
requests for hard filtering either approving the request, terminating the request or 
terminating and re-routing the request. (Humes, column 6, lines 18-38) 

In regard to claim 20, Humes disclosed the software of claim 1 , wherein 
the domain filtering also includes with respect to both inbound and outbound 
requests for soft filtering passing disapproved requests and sending an alert to 
authorized recipients regarding the disapproved request, (alert is FORBIDDEN 
page, Humes col. 5, lines 10-19) 

In regard to claim 21 , Humes disclosed the software of claim 19, wherein 
the domain filtering also provides that, for requests that are terminated and re- 
rerouted, inbound communications are arranged so that an actual location of a 
highly sensitive resource is located in an unpublished location that is a 
replacement location to which requests rejected by the software are rerouted, 
wherein clients of approved users are listed in the application server in the 
unfriendly inbound list and are sent by the application server to the replacement 
location, and wherein clients of unapproved users are not listed in the unfriendly 
inbound list and have their request sent to a published address that contains 
harmless information. (FORBIDDEN page, Humes col. 5, lines 10-19) 

In regard to claim 23, Gatz and Cirasole disclosed the software of claim 1 , 
wherein the domain filtering engine is capable of using from the administrative 
module a domain outbound exception list, is capable of using from the 
administrative module a domain inbound exception list and is capable of using 
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from the administrative module a domain outbound exception list and a domain 
inbound exception list, the domain outbound exception list and the domain 
inbound exception list being uniquely configured for each user account. 
(Cirasole, col. 5, line 51 - col 6, line 13, domain inbound exception list is master- 
inclusive list, Gatz, [0081], domain outbound exception list is child's authorized 
buddy list) 

In regard to claim 25, Cirasole disclosed the software of claim 1 , said 
administrative module having list maintenance functions including list editing, list 
deleting, searching of lists, saving of lists, adding and deleting users, and having 
list maintenance functions including list editing, interchanging lists and importing 
and exporting lists. (Cirasole, col. 5, lines 31-50) 

In regard to claim 27, Gatz disclosed the software of claim 1 , said 
administrative module able to configure a range of access levels and being 
capable of creating three types of user accounts that have unique authentication 
credentials for each user account including an administrator account that is self- 
configuring and that controls automated services and selects for each account 
hard filtering or soft filtering, regular accounts with administrative privileges other 
than the privilege to create additional accounts, view information on any other 
accounts or configure automated services and regular accounts without 
administrative privileges. (Gatz, [0067]) 
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In regard to claim 29, Gatz disclosed the software of claim 1 , wherein the 
administrative module is capable of creating, modifying or reading the 
configuration settings or is capable of storing the configurations settings in 
memory, cache, encrypted files, plain text files, storage devices, computer 
storage media or as web resources. (Gatz, [0067], storage of configuration 
settings is inherent to operation of Gatz) 

In regard to claim 30, Gatz disclosed the software of claim 1 , wherein the 
administrative module is capable of configuring the range of access levels for the 
user accounts created and is capable of configuring automated services. (Gatz, 
[0075]) 

In regard to claim 31 , Gatz disclosed the software of claim 1 , wherein the 
administrative module is capable of configuring automated services. (Gatz, 
[0075]) 

In regard to claim 32, Gatz disclosed the software of claim 1 , wherein the 
domain filtering engine is capable of performing domain filtering, said domain 
filtering including checking the identity of a requesting client against the friendly 
inbound or unfriendly inbound list and domain inbound exception list and 
including for outbound web-based resource requests either 

(i) checking user requested applications or 

(ii) checking user requested domains or 

(iii) checking user requested URLs or 

(iv) checking user requested addresses or 

(v) checking user requested links 
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against the friendly outbound list and/or the unfriendly outbound list and 
outbound exception list and then with respect to both inbound and outbound 
client communication requests for hard filtering unless overruled by the outbound 
exception list or domain inbound exception list either approving the request, 
terminating the request or terminating and re-routing the request. (Gatz, [0075]) 
In regard to claim 33, Humes disclosed the software of claim 32, the soft 
domain filtering engine capable of performing domain filtering and for soft domain 
filtering unless overruled by the outbound exception list or domain inbound 
exception list passing disapproved requests and sending an alert to authorized 
recipients regarding the disapproved request. (Humes, column 6, lines 18-38, 
friendly inbound list is Local-Allow list, unfriendly inbound list is Deny List. Only 
one of the lists is active at any given time because first the Local-Allow list is 
checked, and only subsequently is the Deny List checked, alert is FORBIDDEN 
page) 

In regard to claim 34, Humes disclosed the software of claim 33, wherein 
the soft domain filtering engine, for soft filtering, passes disapproved requests 
and sends alerts to authorized recipients regarding the disapproved requests. 
(Humes, column 6, lines 18-38) 

In regard to claim 35, Gatz disclosed the software of claim 1 , wherein the 
software is programmed to check an identity of a user who logs in and who 
presents a unique authentication credential prior to checking an identity of a 
requesting client or requested resource. (Gatz, Figure 6, items 84 and 85) 
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In regard to claim 36, Gatz disclosed the software of claim 35, wherein the 
software is also programmed, upon a successful authentication of the user's 
credential, to use a configuration of the user's account to check the identity of the 
requesting client or requested resource. (Gatz, [0061]) 

In regard to claim 38, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 , wherein the computer-readable medium is in a computer. 
See rejection for claim 1. 

In regard to claim 39, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 , wherein the computer-readable medium is in hardware. 
See rejection for claim 1. 

In regard to claim 40, Gatz disclosed the software of claim 13, wherein for 
e-mail filtering includes an option of hard e-mail filtering in which an incoming e- 
mail is deleted from a user e-mail inbox. Gatz [0073] 

In regard to claim 41 , Gatz disclosed the software of claim 13, wherein for 
e-mail filtering includes an option of soft filtering in which an incoming e-mail 
remains in the user e-mail inbox but is inaccessible to the user. Gatz [0073] 
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In regard to claim 42, Cirasole disclosed the software of claim 13, wherein 
the content filtering engine is capable of using from the administrative module an 
unfriendly hard content exception list and/or a friendly hard content exception list, 
and/or an unfriendly soft content exception list and/or a friendly soft content 
exception list, the unfriendly soft content exception list and a friendly soft content 
exception list and unfriendly hard content exception list and the friendly hard 
content exception list, being uniquely configured for each user account. 
(Cirasole, col. 5, line 44 - col. 6, line 13) 
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In regard to claim 43, Cirasole disclosed the software of claim 42, wherein 
the content filtering engine is capable for hard filtering against a friendly hard 
content inbound list, an unfriendly hard content inbound list, a friendly hard 
content exception list and an unfriendly hard content exception list, the friendly 
content inbound list, the unfriendly content inbound list, only one of the friendly 
content inbound list and the unfriendly content inbound list being active at any 
given time, mad then for hard filtering against the unfriendly content inbound list 
either passing the requested document if the said content of the requested 
document is not on the unfriendly content inbound list or unless overruled by the 
unfriendly hard content exception list rejecting the requested document if the said 
content of the requested document is on the unfriendly content inbound list and 
for hard filtering against the friendly content inbound list either unless overruled 
by the friendly hard content exception list passing the requested document if the 
said content of the requested document is on the friendly content inbound list or 
rejecting the requested document if the said content of the requested document 
is not on the friendly content inbound list. (Cirasole, col. 5, line 44 - col. 6, line 
13) 

In regard to claim 44, Cirasole disclosed the software of claim 42, wherein 
the content filtering engine is capable for soft filtering against the unfriendly 
content inbound list either unless overruled by the unfriendly soft content 
exception list approving the content of the requested document and passing the 
requested document if the said content is not on the unfriendly content inbound 
list or unless overruled by the unfriendly soft content exception list rejecting the 



Application/Control Number: 10/686,694 Page 23 

Art Unit: 2445 

content of the requested document and passing a remainder of the requested 
document if the said content is on the unfriendly content inbound list and/or for 
soft filtering against the friendly content inbound list either unless overruled by 
the friendly soft content exception list rejecting the requested document if the 
said content is not on the friendly content inbound list or unless overruled by the 
friendly soft content exception list passing the requested document if the said 
content is on the friendly content inbound list. (Cirasole, col. 5, line 44 - col. 6, 
line 13) 

In regard to claim 45, Cirasole disclosed the software of claim 13, wherein 
a content filtering engine capable of using from the administrative module a soft 
content exception list, and using a hard content exception list, soft content 
exception list, and hard content exception list are being uniquely configured for 
each user account. (Cirasole, col. 5, line 44 - col. 6, line 13) 

In regard to claim 46, Humes disclosed the software of claim 13, wherein 
the content filtering engine, when performing soft filtering, can also replace a 
requested document that has been rejected with a replacement document 
selected by a user of the administrator account. (Replacement document is 
FORBIDDEN page, Humes col. 5, lines 10-19) 

In regard to claim 47, Gatz disclosed the software of claim 14, said 
content filtering also including e-mail filtering that checks a subject, a sender's 
address and a sender's domain against an unfriendly e-mail list, and friendly e- 
mail list. (Gatz, [0073]) 
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In regard to claim 48, Gatz disclosed the software of claim 14, wherein the 
content filtering engine is capable of using from the administrative module an 
email exception list, the e-mail exception list being uniquely configured for each 
user account. (Gatz, [0073]) 

In regard to claim 49, Gatz disclosed the software of claim 48, said 
content filtering also including e-mail filtering that checks a subject, a sender's 
address and a sender's domain against an unfriendly e-mail list, a friendly e-mail 
list and an e-mail exception list. (Gatz, [0073]) 

In regard to claim 50, Gatz disclosed the software of claim 14, wherein the 
software is programmed to check an identity of a user who logs in and who 
presents a unique authentication credential prior to checking an identity of a 
requesting client or requested resource. (Gatz, Figure 6, items 84 and 85) 

In regard to claim 51 , Gatz disclosed the software of claim 50, wherein the 
software is also programmed, upon a successful authentication of the user's 
credential, to use a configuration of the user's account to check the identity of the 
requesting client or requested resource. (Gatz, [0061]) 

In regard to claim 53, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 14, wherein the computer-readable medium is in a 
computer. See rejection of claim 14. 

In regard to claim 54, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 14, wherein the computer-readable medium is in hardware. 
See rejection of claim 14. 
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12. Claims 26, 28, 37, and 52 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Gatz in view of Humes in view of Cirasole as applied to claim 
25 above, and further in view of Kocherlakota (US 6,785,705). 

In regard to claim 26, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 25. Gatz disclosed in [0007] the common use of proxy 
servers, but failed to disclose administrative module having proxy chaining 
functions including proxy chaining routing. However, Kocherlakota disclosed 
establishing routing sessions through chaining proxy servers together over a 
network. Kocherlakota, col. 3, lines 10-20. It would have been obvious to one of 
ordinary skill in the art at the time of invention to incorporate proxy chaining into 
Gatz in order to allow for stronger security in making network connections. 

In regard to claim 28, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 , but failed to disclose said administrative module able to 
create a fourth type of user account namely one anonymous guest user account 
to be used by general users who have no authentication credentials. However, 
Kocherlakota disclosed using an anonymity proxy server to log into a network. 
Kocherlakota, col. 2, lines 61-64. It would have been obvious to one of ordinary 
skill in the art at the time of invention to allow for anonymous web access to Gatz 
in order to overcome security features unwanted by the user at the time of 
operation, as well as to protect the user's personal information when web surfing. 
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In regard to claim 37, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 50, but failed to disclose the software is also programmed 
that if the software fails to authenticate the user, the first proxy server offers that 
user an opportunity to log in as an anonymous guest user. However, 
Kocherlakota disclosed using an anonymity proxy server to log into a network. 
Kocherlakota, col. 2, lines 61-64. It would have been obvious to one of ordinary 
skill in the art at the time of invention to allow for anonymous web access to Gatz 
in order to overcome security features unwanted by the user at the time of 
operation, as well as to protect the user's personal information when web surfing. 

In regard to claim 52, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 50, but failed to disclose the software is also programmed 
that if the software fails to authenticate the user, the first proxy server offers that 
user an opportunity to log in as an anonymous guest user. However, 
Kocherlakota disclosed using an anonymity proxy server to log into a network. 
Kocherlakota, col. 2, lines 61-64. It would have been obvious to one of ordinary 
skill in the art at the time of invention to allow for anonymous web access to Gatz 
in order to overcome security features unwanted by the user at the time of 
operation, as well as to protect the user's personal information when web surfing. 
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13. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gatz in view of Humes in view of Cirasole as applied to claim 1 above, and 
further in view of Gennaro et al. (US 5,907,618). 

In regard to claim 9, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 , wherein the administrative module includes an editor, the 
editor including an editing pane. Gatz in view of Humes in view of Cirasole failed 
to disclose said editor also including an encryption function that generates one or 
more secret symmetric encryption keys, the one or more encryption keys being 
uniquely associated with a text presented by a user of the editing pane, said 
encryption function capable of encrypting all or only a portion of an e-mail 
message selected by the user. 

However, Gennaro disclosed an encryption function that generates one or 
more secret symmetric encryption keys, the one or more encryption keys being 
uniquely associated with a text presented by a user of the editing pane, said 
encryption function capable of encrypting all or only a portion of an e-mail 
message selected by the user. Gennaro, col. 9, lines 18-30. 

Gatz transmitted email, but failed to disclose the capability of encrypting 
email. Gennaro disclosed symmetric encryption of email. It would have been 
obvious to one of ordinary skill in the art at the time of invention to incorporate 
email encryption into Gatz to further protect the privacy information of the child or 
other family users. 
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14. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gatz in view of Humes in view of Cirasole as applied to claim 1 above, and 
further in view of Hughes et al. (US 6,065,055). 

In regard to claim 6, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 . Gatz in view of Humes in view of Cirasole failed to 
disclose including an automated scheduler that controls a launching of the 
software automatically and decides which user account to activate and when to 
shut off an access to a world wide web, and includes an automated list updater 
that updates the friendly inbound list, the unfriendly inbound list, the friendly 
outbound list and the unfriendly outbound lists for each user account from links 
on the web. 

However, Hughes disclosed an automated scheduler that controls a 
launching of the software automatically and decides which user account to 
activate and when to shut off an access to a world wide web and includes an 
automated list updater that updates the friendly inbound list, the unfriendly 
inbound list, the friendly outbound list and the unfriendly outbound lists for each 
user account from links on the web. (automated scheduler is start date/time and 
end date/time, col. 9, lines 1 -3, automated list updater is filter list, col. 1 1 , lines 
37-54). 
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Gatz disclosed blocking inappropriate web sites by use of filtering, and 
Hughes disclosed analyzing content to determine when a web site may contain 
inappropriate content and adds the web site to a filter. It would have been 
obvious to one of ordinary skill in the art at the time of invention to automatically 
analyze websites to determine if they should be filtered or not, in order to give an 
extra layer of internet website protection. 
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15. Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Gatz in view of Humes in view of Cirasole as applied to claim 1 above, and 
further in view of Schneier et al. (US 7,895,641). 

In regard to claim 24, Gatz in view of Humes in view of Cirasole disclosed 
the software of claim 1 . Gatz in view of Humes in view of Cirasole failed to 
disclose wherein the domain filtering, for soft filtering involves passing 
disapproved requests and sending an e-mail alert to authorized recipients 
regarding the disapproved request. 

However, Schneier disclosed the use of email alerts for suspicious or 
security events. Schneier, col. 1 1 , lines 16-33. 

Gatz in view of Humes in view of Cirasole disclosed domain filtering of 
URLs that were inappropriate. Schneier disclosed sending email alerts for 
security events. The accessing of an inappropriate email is considered a type of 
security event. It would have been obvious to one of ordinary skill in the art at 
the time of invention to pass inappropriate URL access alerts on to the 
parent/administrator via an email alert for fast response. 
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Double Patenting 

16. The nonstatutory double patenting rejection is based on a judicially 
created doctrine grounded in public policy (a policy reflected in the statute) so as 
to prevent the unjustified or improper timewise extension of the "right to exclude" 
granted by a patent and to prevent possible harassment by multiple assignees. 
A nonstatutory obviousness-type double patenting rejection is appropriate where 
the conflicting claims are not identical, but at least one examined application 
claim is not patentably distinct from the reference claim(s) because the examined 
application claim is either anticipated by, or would have been obvious over, the 
reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. 
Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In 
re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 
619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 
1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321 (c) or 
1 .321 (d) may be used to overcome an actual or provisional rejection based on a 
nonstatutory double patenting ground provided the conflicting application or 
patent either is shown to be commonly owned with this application, or claims an 
invention made as a result of activities undertaken within the scope of a joint 
research agreement. 
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Effective January 1 , 1 994, a registered attorney or agent of record may 
sign a terminal disclaimer. A terminal disclaimer signed by the assignee must 
fully comply with 37 CFR 3.73(b). 

17. Claim 1 rejected on the ground of nonstatutory double patenting over 
claim 1 of U. S. Patent No. 7,587,499 since the claims, if allowed, would 
improperly extend the "right to exclude" already granted in the patent. 

The subject matter claimed in the instant application is fully disclosed in 
the patent and is covered by the patent since the patent and the application are 
claiming common subject matter, as follows: Claim 1 of the instant application 
recites an administrative module for creating and configuring user accounts, 
accepting user inputs for configuration settings, and a domain filtering engine 
using friendly and unfriendly inbound and outbound lists. Claim 1 of the 499 
patent discloses the administrative module, and a proxy server which has the 
same elements as the domain filtering engine in the instant application. It would 
have been obvious to one of ordinary skill in the art to implement the proxy 
server in the 499 patent as a "domain filtering engine". In addition, claim 1 of the 
instant application is a broader recitation of claim 1 of the 499 patent. 

Furthermore, there is no apparent reason why applicant was prevented 
from presenting claims corresponding to those of the instant application during 
prosecution of the application which matured into a patent. See In re Schneller, 
397 F.2d 350, 158 USPQ 210 (CCPA 1968). See also MPEP § 804. 
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Conclusion 

18. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Viets et al. US 6,640,307 

Holzer, Rene et al. DE 1 9958638 A1 

Taylor et al. US 6,728,885 

Mitchell US 6,701,350 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Jeffrey R. Swearingen whose telephone 
number is (571 )272-3921 . The examiner can normally be reached on M-F 8:30- 
5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Andrew Caldwell can be reached on 571-272-3868. The 
fax phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 

Jeffrey R. Swearingen 

Examiner 
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